NetReg : Network Registration

Regqister your computer to access the Law School network
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In order to address continuing problems with workstation security at the University, a network-wide deployment of a user/device
registration system (NetReg) has been established once per academic year. NetReg is a system that detects when new
devices connect to the University network.

The NetReg system adds a process that checks to make sure the user is affiliated with UConn by verifying the user’'s NetID
before it gives the user a public IP address and allows network access. This is a one-time check; once the user has registered
they will not be required to re-register unless there is a security problem with their hardware or the registration database is
cleared due to yearly maintenance.

NetReq Process

1. A new device is connected to the network

2. When a user opens a browser (for the first time only) they are asked for registration information
3. User enters NetID and Password (leave Wireless Router checkbox blank)

NetiD: |zaa0s001
Password: E—
Wireless Router/Access Point: Il

4. User agrees with University Policy (mark the checkbox) and click on Register

¥ By checking this box, you agree to obey all local, state, and federal 1aws in addition to University policies.
Register Me I

5. The system is scanned for known vulnerabilities (windows updates, viruses, worms, etc.)
6. If no vulnerabilities exist the user is granted network access and asked to reboot.

Registration Complete

Thank you for registering!

If vulnerabilities exist users are kept in a restricted network space and are supplied with information and access to
tools to help them fix their problems (access to sites such as Microsoft.com and Symantec.com will be allowed)

F.A.Q.

+ How do | register my laptop?

You will be prompted to register the first time you connect your laptop to the Law School network and open a web
browser. At that time, you will be directed to this page https://netreg.uconn.edu/register/

+ Which username and password do | use?

You need to use your NetID to register your computer. Your NetID username and password are the same
credentials you use to access Huskymail. You can find your NetID and reset the password at this page
http://netid.uconn.edu. If you have problems resetting your password, contact the Help Desk at Storrs by phone
860-486-4357 or email helpcenter@uconn.edu

+ | was not granted access, what should | do?

You will need to check for windows updates and scan your system for possible virus infections.

1. To download and install the latest windows updates, go to http://windowsupdate.microsoft.com

2. To check for viruses, you will need to update your antivirus program and run a full system scan. If you do not
have an antivirus program, you can download and install Symantec Antivirus, free from the University and available
at http://www.helpdesk.uconn.edu/software/norton/

3. If registration continues to fail, contact the Law School Help Desk or bring your laptop to LIB234.
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